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Iloantuka 06padoTKH
NePCOHAJILHBIX JaHHbIX MOHIAa NEHCHOHHOIO H COLIHAJIBHOIO CTPAXOBAHHS
Poccniickoii ¢peaepanun

Hacrosiiuii JOKyMeHT ompeznensieT Heind o0padOTKHM NEePCOHANBHBIX JaHHBIX
®OoHIOM MEHCHOHHOTO M COLMalbHOro crpaxoBaHust Poccuiickoi @enepauuy,
NPUHIUNB UX 00paboTKH M mnepedeHb opraHoB COP, BbIMOMHSOIMX 00pabOTKy
MEePCOHANBHBIX JAHHBIX, @ TaKX€ COAEPXKUT CBEIEHHS O Iepeaade NepCOHaJbHBIX
JAHHBIX B3aUMOJEHCTBYIOIIMM OpraHU3allUsM ¥ O peaju3yeMblXx TpeOOBaHUAX K
3aIIUTe MEPCOHATBHBIX JaHHBIX.

Ipasuia, MOPsIAOK, MPOLEAYPHI H NPaKTHUYECKHe MpHUeMbl 00pabOTKH M 3alLMTEI
IEPCOHANFHBIX NaHHBIX OMPENeNsIIOTCSl CUCTEMOHN 3aKOHOAATeNbHbBIX akToB Poccuiickoin
®depepanny, HOPMATUBHBIX MNpaBoBeIX akToB COP, pacnopsIuWTeNbHBIX aKTOB
TeppuTOpUanbHEIX opraHoB C®OP, ob0ocobnenHelx noxpasgenenuin COP  u
noaBenomcTBeHHbIX COP yupexxnenuil.

1. Lenu 06paboTKu NEPCOHANBbHBIX AAHHBIX

O6pa60TKa NEepCOHAIBHBIX HAaHHBIX OCYILECTBIACTCS B CJICAYIOIIHNX LCJIAX!

HHOWBUAYaNbHBIH (MepCOHU(UUHPOBAaHHbIN) YyYeT 3acTPaxOBaHHBIX JIMI B
cucTeMe 0053aTeILHOr0 MIEHCHOHHOTO CTPaXOBaHUS U COLMANILHOIO CTPaXxOBaHUS,

IIEHCHOHHOE M  CcOoLUallbHOe  ofecnedeHWe  JIML B COOTBETCTBUH
3akoHoaaTenbcTBOM Poccuiickont denepanny;

BelleHhe (elepalibHBIX PErucTpOB JIHL, MMEIOIIMX NpPaBO Ha JOMOJHHUTEbHbIE
MepHBI TOCYAapCTBEHHON NMONAEPYKKU U TOCY IapCTBEHHOM COLMAaIbHOW MOMOIIHN;

aJMHHHUCTPHPOBaHHE CTPaxoBbIX B3HOCOB B CDP;
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obecrieuenne mnpaB U Jerotr lepoes Coserckoro Corosza, [epoes
Coumanuctuyeckoro Tpyna, I'epoeB Poccuiickoit ®enepauuu, MOMHBIX KaBajlepoB
opaena CnaBbl, IIOJHBIX KaBaJiepoB opjieHa TpynoBoii CiaBbl U YIEHOB X CEMEI;

obecrieueHne COLMANBHOM 3alUThl BETEPAHOB U MHBAIUAOB BenMKoi
OteuecTBeHHO! BOMHBI U BETEPAHOB U HHBAIHMIOB GOEBLIX JEHCTBUI;

obecrnieyeHre couraabHOM 3aluThl yuactTHukos CBO;

paccMoTpeHue obpalleHUui rpaxiaH;

BeJIeHHE KaJIpOBOro M GyxXranTepckoro yuera pabotHukamu cucreMbl COP;
obecrieyeHne NPoOIyCKHOro pexxuma Ha TEPPUTOPHIO OTTepaTopa;

BBIIIOJIHEHHE JApYyrUX 3alad, Bos3jnaraemblx Ha COP 3akoHonaTeNlsCTBOM
Poccuiickoit ®enepauum.

2. IlepedeHb neiCTBUIA C NEPCOHAIBHBIMY JaHHBIMU

CO®P, tepputopuanbhusie opranbl COP, oGocobnennsie noapasnenenuss COP u
noasenoMcTBeHHble COP  yupexxzneHust ocyllecTBIsIIOT 00pabOTKY MepCOHANBHBIX
JaHHBIX: cOOp, 3amucCh, CHCTEeMaTH3alMIo, HaKoIJeHWe, XpaHeHHe, YTOUYHEHHUE
(o6HOBNEHUE, H3MEHEHHe), U3BJIeUeHUe, UCIIOJIb30BaHue, rnepeaavy (pacnpocTpaHeHHe,
IpeoCTaBlIeHUE, TOCTYI), 00e3InunBanue, OJIOKMpOBaHye, yaaleHne U YHUUTOXeHUe
MEepCOHANBHBIX AaHHBIX. O0paboTka mepcoHanbHBLIX AaHHBIX OCYILECTBISIETCS KakK C
HCHOJIB30BAaHUEM, TaK U 0€3 UCIOJIb30BaHUS CPEACTB aBTOMAaTH3aLIHH.

XpaHeHHe TEpPCOHAJIBHBIX JAaHHBIX OCYUIECTBIISIETCS B TeUYEHHE CpOKa,
onpeZieIeHHOTo 3aKoHomarenscTBoM Poccuiickoit denepauuu.

3. Ilpunuune! 06paboTKU TepCOHANbHBIX TaHHBIX

O6paboTka mnepcoHANBHBIX MHAHHBIX OCYIIECTBJSIETCSI B COOTBETCTBUH C
3aKoHogaTenbcTBOM Poccuiickoit ®depepauyu M orpaHM4MBaeTCid JNOCTHXKEHUEM
yka3aHHBIX B M. 1 TIoIUTHKN KOHKpPETHBIX LieNell, onpelesIeHHbIX 3aKOHOAaTeIbCTBOM
Poccuiickoii ®enepauuu B chepe 00paboOTKHN NEPCOHANbHBIX JaHHBIX.

O6paboTke momnexxaT IMEepPCOHANIbHBIE AaHHBIE, KOTOPbIC OTBEYAIOT LEJSM X
00paboTKH.

He pomyckaercsi H30BITOYHOCTE 06paboTKM NMepCOHaIBHbIX JaHHBIX.



I[Ipu o6paGoTke MEpPCOHANBHBIX  JaHHBIX  oOecrne4ynBaeTcss  TOYHOCTH
IIEPCOHANBHEIX JAHHBIX, HX JOCTAaTOYHOCTh U aKTYyaJbHOCThH MO OTHOWIEHHUIO K LENAM
obpaboTku.

4. ICTOYHUKH NEepCOHANIBHBIX JaHHbBIX

Opranam C®OP nepcoHanbpHBIE OaHHBIE IIPENOCTABIAIOTCS B COOTBETCTBHM C
3aKOHOAATENbCTBOM Poccuiickoit Penepanuu:

CyGBeKTaMI/I NEPCOHAIIBHBIX NAaHHBIX HJIM HX ﬂpeIICTaBHTCJIHMI/I;

cTpaxoBaTteinsaMu  ([UIaTENBLIMKaMH  CTPaXOBBIX ~ B3HOCOB)  WIM  HX
MIpeICTaBUTEISIMH;

B3auMmozeiicteyrommmu ¢ COP opranamMu HCHOJHUTENBHON BIIAaCTH, KPEAUTHBIMH
OpraHu3alusIMH, HerocyJapCTBEHHBIMU IE€HCHOHHBIMHM (OHIAaMH, YNPaBISIOLIUMH
KOMITAaHUSAMH, BHEOIOMHKETHBIMH (DOHIaMH, HHOCTPAHHLIMU KOMMETCHTHBIMU OpraHaMu
B paMKaX peaiM3allid MEeXIYHapOoJHBIX JOroBopoB (cornauieHui) Poccuiickoi
®enepauud W IPYTMMH OpraHaMH M OpraHM3allMsiMH B UeJsX obecnedyeHus
IMEHCHOHHBIX U COLUAJIBHBIX IIpaB IpakJiaH,

cyaeOHBIMU OpraHaMHu.

5. Ilepenayda nepcOHaNBHBIX AAHHBIX

IIpenocrasneHne oOpabaTeIBa€MBIX MMEPCOHANBHBIX NaHHBIX TPOU3BOAUTCI B
COOTBETCTBUH C 3aKOHOIATeILCTBOM Poccuiickoi depepaunu opraHam
WCTHOJHUTEIBbHOM  BJACTH,  KpPEOUTHBIM  OpraHu3alusiM,  HErocyaapCTBEHHBIM
MEHCHOHHBIM (DOHIAM, YOPABISIOWIMM KOMIIaHMSM, BHEGIODKETHBIM  (QOHIAM,
MHOCTPAaHHBIM KOMIIETEHTHBIM OpraHaM B paMKax peanusalnv MeXIyHapOaHbIX
morosopos (cornamenuii) Poccniickoit ®enepauuu, CyneOHbIM opraHaMm U IpyrUM
p3auMoeiicrByromuM ¢ COP opranuzauusaM.

COP ocymecTBiaser B COOTBETCTBMM C MEXAYHapOJHBIMH JOTOBOpaMHU
Poccuiickoit @enepanvu TpPaHCTPAaHUYHYHO Iepejlady TMEpCOHAamnbHBIX  JNaHHbBIX
CyOBEKTOB MEPCOHANBHBIX AAHHBIX, MPOXHBAIOUMX 33 ee TIpaHMleH, B LeIIX HX
IICHCHOHHOTO CTpaxoBaHus (oOecredyeHus).

PacripocTpaHeHWe I€pCOHANBHBIX  HAHHBIX  pPabOTHHKOB  CHCTEMBI CoP
IPOU3BOJUTCA C HX COTJacusi, TEPCOHANbHBIX JAaHHBIX OCTanbHBIX KaTeropui
CYOBEKTOB  IEPCOHANBHBIX  JAaHHBIX - B COOTBETCTBUM  C TpeOOBaHUAMHU
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3aKkoHomarenbcTBa  Poccuiickodt  @enmepamiu M MEXAYHapOAHBIX  JIOFOBOPOB
(cornamenuit) Poccutickoii @enepannm.

6. CoctaB opranoB COP, ocymecTBnstomnx o6paboTKy nepcoHanbHbIX JaHHBIX

Opranamu C®P, ocylmecTBIMIOMWUMHE 00paGoTKy NepcoHalbHbIX JaHHBIX,
apisorcs: COP, teppuropuanbHeie opraHbl COP, obocobnennsie noapasiaeieHus
COP wu noxsemoMcrBeHHple COP  yupexnaeHus, COCTaBisioOllde  €IHHYIO
LEHTPATH30BAHHYIO CUCTEMY C BEpPTHKAJIBHOMN CTPYKTYPO# yrnpaBJieHHUs!.

7. Peanuszyemble TpeOGOBaHHUs K 3aIMTE NEPCOHANILHBIX JaHHBIX

Peanusaiust TpeG0OBaHUI K 3alllUTe NMEPCOHANBHBEIX AaHHBIX OT HENPaBOMEPHOTO
WIM CIIy9aifHOTO JIOCTyNa K NEPCOHAJIBHBIM JAHHBIM, UX YHUUTOXKEHMS, U3MEHEHH,
OJIOKHPOBaHMsI, KOMMMPOBAHUS, PACIIPOCTPAHEHUS, & TaK)Ke OT MHBIX HENPaBOMEPHBIX
IeHcTBUM ¢ repcoHanbHBIMH JaHHBIMH COP, ocymecTBisieTcss NpaBOBBIMH,
OpTraHM3alHOHHEIMU ¥ TEXHMYECKUMH (TIPOrpaMMHO M amNmapaTHO pean3yeMbIMH)
MepamH.

7.1. IlpaBOBBIE MEpBL:

3aKJIIOYEHHe corjamieHHH 06 HH(hOPMALHOHHOM obMeHe c
B3aMMOJEHCTBYIOIMMY OPraHU3aUMsMH ¥ BKJIOWeHMe B HHX TpeboBanud 06
obecrieueHnH KOHPUACHINATEHOCTH MPENOCTABISAEMBIX NEPCOHATIBHBIX NAHHBIX;

wsnanne akToB COP, pexoMeHnauuii U MHCTPYKUMI Mo Borpocam 0OpaboTKH
NEepCOHANBHBIX  JaHHBIX, YCTaHABIMBAIOLIMX  [MPOLEAYpbI, HaNpaBJeHHbIE Ha
IpeNOTBpAllcHHe M  BbIIBIEHHE HapyLleHM#l 3akoHojatenbcTBa — Poccuiickon
denepauuu, yCTpaHEeHHE HOCHEACTBUN TaKUX HAPYIICHHH.

7.2. OpraHu3alliOHHbBIE MEPBHI:

HOKyMeHTanbHOoe oopMieHHe TpeGoBaHMM K GesomacHocTH 0OpabaThIBAEMBIX

JaHHEBIX;

HazHadeHHe Jiuvila, OTBETCTBEHHOT'O 3a opraHusauuio O6pa6OTKH NEePCOHAJIBHBIX

IaHHBIX;




H3J1aHUe CHUCTEeMBbl HOPMATHBHBIX (PYKOBOISIIHX) NOKYMEHTOB [0 OpraHu3aluu
3alUTH! JaHHBIX;

pacnpeaciiCceHue OTBETCTBECHHOCTH II10 BOIIpOCaM 3alliMThbl JAaHHBIX MEXOY
JOJDKHOCTHBIMH JIHIIaMH 1 pa6OTHI/IKaMI/I OpraHoB CUCTEMbI Cq)P,

YCTaHOBJIEHHE NEePCOHAIBHON OTBETCTBEHHOCTH PaOOTHHUKOB OPraHOB CHCTEMBI
C®P 3a obecneyenne 6e3zonacHOCTH 00pabaThIBaeMbIX JaHHBIX;

KOHTPOJIb  BBINOJIHEHHUS NOApPa3leNIeHUsIMH, JOJ/DKHOCTHBIMH  JIHLAMH H
pabotHukamMu opraHoB COP tpebGoBaHMII HOPMATHUBHBIX JIOKYMEHTOB [10 3alllUTE
JIAHHBIX;

CBOCBPEMECHHOC BBIIBJICHHE YI'PO3 6e30MmacHOCTH JITAHHBIX W TPHUHATHE
COOTBETCTBYIOUIUX MEP 3alUTHI;

PETVIAMCHTHPOBAHNC IIOpAJKa INPUMEHEHHS CpEACTB BBOAA-BbIBOAAd [AAaHHBIX H
KOHTPOJIb €T'0 BBIITIOJIHCHHUA,

ColepKaHuE€ 1ITarta CHCOHAIHCTOB II0 3AalIMTE HH(bOpMaLII/II/I, OopraHusanus
CHCTCMEI X HpO(i)eCCHOHaHBHOﬁ IMOArOTOBKHM H INOBCEAHEBHOMN JICSITEJIbHOCTH,;

IpUJaHUEe MEpOIPUITHSIM 3alUUThl HHGOpPMALMM XapakTepa 00s3aTeNbHBIX
3JIEMEHTOB IPOMN3BOACTBEHHOrO mnpoluecca COP, a TpeGoBaHHIM MO UX UCIMOIHEHUIO -
3JIEMEHTOB IPOM3BOACTBEHHON AUCHUIIIIUHBL;

nopenenue 1o paborHukos COP tpeGoBaHuii 1o 3aiuuTe JaHHBIX U 00yUeHHe UX
npaBunaM pabdotst B AVC.

7.3. Texuuueckue (IpOrpaMMHO U anmapaTHO pealn3yemMble) Mepbl:
pe3epBHOE KOIMPOBaHUE HHGOPMAallMOHHBIX PECYpPCOB;

NpUMEHEeHHe  TPHUKIAAHBIX  MNPOrpPaMMHBLIX  MPOAYKTOB,  OTBeHaroIINX
TpeOOBaHUAM 3allUTHl JaHHBIX;

opraHu3alHs KOHTPOJISI JOCTyna B mnomeinlenus u 3gaHust COP, ux oxpaHa B
Hepabouee BpeMs;

cUCTEMAaTHYEeCKHH aHanu3 O0e30IMacHOCTH JaHHbBIX H COBEpPUHICHCTBOBAHHEC
CHCTCMBI UX 3amHTbI;



IpUMeHEeHHe  TEeXHHYECKHX  CpelNCTB  3alliUThl,  CepTH(pULMPOBAHHBIX
KOMIIETEHTHBIMH T'OCYJAapCTBEHHBIMU OpraHamMu (OpraHd3alHdsiMM) Ha COOTBETCTBUE
TpeboBaHusAM 6e30n1acHOCTH HH(OPMAaLHH;

CBOEBPEMEHHOE TIPUMEHEHHE KPUTHYECKHUX OOHOBIEHHI OOLIEeCUCTEMHOTO H
IPUKIATHOrO IPOrpaMMHOro obecnedeHus;

ONTUMaJIbHAsT  HACTpoiiKa  ONEepalMOHHOH  CUCTeMbl W TPHUKIAJZHOTO
NPOrpaMMHOrO  OOEeCleYeHHs] BBIYUCIHTENBHBIX CpPElCTB, MNPUMEHSEMbIX  JUIS
00paboTKH TaHHBIX;

UCTIONIb30BaHUE  KOPIIOPaTHUBHON  HMH(OPMaLMOHHO-TEJIEKOMMYHHKAUUOHHON
ceTH U1 obecrneueHuss HHPopMalMOHHOTO B3aumoaeiicTeus opranos COP;

mudpoBaHUe JaHHBIX MPHU Mepeiade U XpaHeHU! (Kpunrorpadudeckas 3alUTa);
UCIIOJIb30BaHHE JIEKTPOHHOM ITOAIHCH;

IIPUMEHEHHE MEXCETEBBIX 3alIUTHBIX ((PUIBTPYIOLIHX ) IKPAHOB;

aHTUBUPYCHBI MOHUTOPHHT U neTéKTHpOBaHne;

MOHHUTOPHUHI TIPOHECCOB M JeHCTBUM mnonb3oBaTeneil Haubosee BaXKHBIX
anmapaTHbIX U HH(POPMAaLHOHHBIX PECYPCOB;

obopynoBaHHe 3AaHUN U NOMEILEHUI cuctemaMH 6e€30MacHOCTH (MOXKapHOH H
OXPaHHOM CUTHAJIM3AIHH, [T0KAPOTYIIEHHS, TEIEBU3HOHHOTO HAONOAEHHS U T. 11.);

XpaHeHHe TMapoJbHOM M KIoueBOW HH(pOpMauUMM Ha HMHIUBUIAYAIBHBIX
3JIEKTPOHHBIX KIIIOYaX;

IIpUMEHEHUE CPEACTB OGH&pY)KeHI/IS{ H MpEeaoTBPALICHHUS KOMIbIOTEPHBIX aTaK;

IIPUMEHEHHE B apXHMTEKTYpPE BBIYHCIMTENBHBIX CHCTEM TEXHOJIOTMH M CPEICTB
TOBBINIEHUS] HAEeXXHOCTH HUX (QPYHKUHUOHHUPOBaHUSI M obecnevyeHus 0e30MacHOCTH
UHpOpMaLVH;

IIPUMEHEHHE CPEJICTB TEXHUUYECKOU YKPEIJIEHHOCTH 3/1aHUi U MOMEeILEeHUH;

NIPOTUBOIOXAapHas 3alldTa 3JaHUH U IOMELEHUH.



